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Rationale

Our Data Protection Policy is set to repect the current legislation and statutory requirements of various Acts of Parliament.
It seeks to ensure the legal requirements are satisyed while ensuring the rights of the individual are met as required in
the Data Protection Act, both UK and EU.

Purposes

1.

2.

3.

To ensure that the School is registered under the Data Protection Act and conforms to its statutory duties under
this act.

To maintain an up to date and veriyed data base of information as required by the Act.

To provide a management tool to the School staff to enable the efycient running of the School.

Broad Guidelines
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Westlands will remain registered with the Ofyce of Data Protection Registrar and ensure conformation to the
conditions of such a registration. It will nominate a Data Protection Ofycer who will have overall responsibility for
ensuring this is carried out. The current ofycer is the School Manager.

The School will ensure that all students have their personal data validated through the printing of form lists.
These lists will have their entries checked by students to ensure the data retained is accurate, up to date and
relevant to the individual student.

Personal Tutors will be responsible for ensuring that every student in their registration group signs against their
individual entry and these records will be retained by the Data Processing Ofycer in the School ofyce as proof
of completion.

The school will abide by the Data Protection Act and not sell its database to a third party.

Staff will be responsible for ensuring they provide up to date information on their emergency contact and
employment details to the School. They will on appointment and every three years be required to meet the
requirements of the CRB applications for the School. Data will be stored electronically for the staff and conform
to the Act.

Personnel records appertaining to individual staff will be held by the Headteacher and access to these will be
controlled. Records will remain of a convdential nature between the member of staff and the Headteacher.

The School will use computerised data record keeping where possible, which is currently based on CMIS. This
process will be password protected to restrict access to information and both physical and software procedures
will be employed to ensure sensitive information is not available to unauthorised persons.

Should an individual wish to see the data held on them they may do this in accordance with the time scale laid
down in the Act, but an administration charge of A10.00 will be levied. Proof of the right to access the data will
be required and a written request must be made to the School.

Data will not be divulged to any individual or organisation who does not have a right to such information. In
exceptional circumstances the Headteacher may authorise the provision of some data but he must be prepared
to justify his actions to the Governing Body.

No employee or student of the School should use the data held by the School for purposes other than its
intended purpose which shall be for the beneyt of the School and its students.

E-mail and the use of the internet should be for the beneyt of the school and its students. Any recipient of
any e-mail who is not an addressee should immediately return the e-mail to the sender and delete it from their
system.

Privacy will be observed at all times as will the appropriate use of the ICT systems. However, he views in e-
mails are personal; they are not necessarily those of the School. The School will take reasonable precautions
to ensure no viruses are present in emails, but cannot accept responsibility for any loss or damage arising from
the use of this email or any attachments.

Unless otherwise explicitly stated above no employee or agent is authorised to conclude any binding agreement
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on behalf of the School with any other party by email. Likewise, unless otherwise explicitly stated, nothing in an
email should be taken as agreement to enter any binding contract for the supply of goods or services.

Senders and recipients of email should be aware that under the UK Data Protection and Freedom of
Information legislation their contents may have to be disclosed in response to a request. Under the Regulation
of Investigatory Powers Act 2000, Lawful Business Practice Regulations, any E-mail sent to or from the School
may be accessed by someone other than the recipient for system management and security purposes.

Students and staff may not use the Schoolis facilities to trade or undertake undesirable activities which are not
related to their educational activities. They may not use the systems to download from the Internet any political,
racial or sexual material or any yles that are copyright protected such as music or videos.

Where the Schoolis equipment and time is used for private work, the intellectual copyright provision does
apply and staff and students should seek written permission from the Headteacher of Data Protection ofycer to
undertake this work prior to its commencement.

Files, both electronic and paper, may not be removed from the School without the permission of the Headteacher
or Data Protection ofycer. No person should attempt to access any yles that they are not authorised to
access.

Data may not be communicated to an unauthorised third party in any form without prior permission from the
Headteacher or Data Protection Ofvcer.

No data obtained about any individual or from the Schoolis data bases should be shared on a web site, or with
the press or public in any form without clear and written permission from the Headteacher or Data protection
ofvcer.

All staff and students will take whatever steps they can to safeguard the Schoolis data and ICT systems from
theft/fraud, human error, corruption, hacking, misuse, viruses and hardware and software failures.

All staff and students will be expected to assist in ensuring that the security of the Schoolis data systems is
maintained by reporting any suspected breaches to their line manager or member of staff for students and the
Data Protection Ofvcer.

To assist in security, all students and staff should ensure they correctly apply pass wording to access and their
documents and regularly change these. They should also, where removable yles such as discs, tapes and
memory sticks are used, ensure that these are secure at all times. Data stored and removed is subject to the
same protocols as data held on the Schoolis ICT systems and should be treated in the same way.

Students and staff should not share their password with others and if they do, or suspect it has become known
to others, they should change it as quickly as possible.

All staff and students should recognise that no software should be placed on the Schoolis ICT systems that is
not licensed and authorised by the Schoolis ICT department.

Students and staff should at all times follow the principles of good housekeeping when handling data and
information. No unnecessary data or information should be stored, yles should regularly be reviewed and
deleted if they are no longer relevant or in date and security of access should always be maintained.

When leaving a computer terminal, staff and students should recognise the need to log out and switch off the
machine.

Staff who have laptops provided by the School may use these away from the School premises as long as they
adhere to the Policy.

To protect the right of the individual, student and staff, whilst maximising the use of technological aids to assist
in administrative functions.

To ensure the correct operation of the Data Protection Act by the School.



Conclusions

The Data Protection Act is designed to protect the rights of the individual and as such Westlands needs to ensure that
it complies with the detail of the act. The Ofycer responsible for the day to day administration of the Schoolis database
will be responsible for the day to day compliance by the School with the Act. However, it requires all staff to be aware
that the School has a responsibility to ensure data is only retained on a system that is accurate, relevant, up to date and
necessary at the time. Staff should be aware of the Act when using their own computer systems elsewhere than on the
School site.



